Shared Responsibility
in the Cloud

Who owns security in the cloud? In the shared
responsibility model, everyone has a part to play.

Businesses are all in on the cloud. But they’re not so
sure about cloud security. Roles and responsibilities
need to be defined. Only then can they be confident in
their cloud workloads.

Before the cloud, businesses owned and managed
their entire environment and were responsible for
ensuring the security of all the assets under their
control. Cloud security follows a different approach.
Some responsibilities fall clearly on the business, some

laaS

on cloud providers, and some on the vendors of the
cloud services being used. This is known as the shared
responsibility model.

A shared responsibility model defines the roles you
and your software vendors assume for security in

the cloud. Different offerings use different models.
There are currently three: infrastructure as a service
(laaS), platform as a service (Paa$), and software as a
service (SaaS).

Roles and responsibilities for different cloud service models
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Shared responsibility recognizes that cloud vendors such as MongoDB must ensure the security and
availability of their services and infrastructure, and that customers must take appropriate steps to protect
the data they keep in the cloud. These are the prerequisites for cloud security and resilience.

Security responsibilities in MongoDB Atlas

Manage: data, user accounts, roles, identity providers, and MFA

Configure: cloud providers, regions, and tiers

Customer’s
Responsibility

Initial configuration/set-up by customers —

Configure Data residency/ Database encryption Network Auditing Backup
Federation/LDAP/MFA Data policies (KMS, BYOK) connectivity filters schedule

Continuous enforcement by MongoDB —

Shared
Responsibilities

Authentication Data Encryption Network Granular Data
(Always on) localization (In transit, volume) isolation auditing backup

Platform security High availability Auto-scaling Distributed architecture

MongoDB Atlas

MongoDB’s
Responsibility

The MongoDB shared responsibility model
applies to our SaaS database offering,
MongoDB Atlas, and the services available in
the platform.

The security defaults found in Atlas enable
developers to be both agile and comfortable
that risks are appropriately governed while
using our services. Atlas gives developers

the building blocks they need to move fast
without having to worry about the minutiae
of administrative security tasks. For a more
detailed breakdown of shared responsibilities
in MongoDB Atlas, download our shared
responsibility white paper.

To get started with MongoDB Atlas,
sign up for a free account today.
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